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MONDAY 30TH JUNE 09.00 to 10.35

Vanessa Mortiaux
EE, UK

Eric Heath
LinkedIn, Ireland

09.15 to 09.55 09.55 to 10.35

Creative use of mobile data as a core element of EE’s 
business strategy

How LinkedIn approaches its relationships with  
Data Protection Authorities

• Collection of personal data in a mobile environment 

• What Big Data analytics mean for EE 

• Key data privacy challenges

• LinkedIn’s perspectives on relationships with DPAs – a brief retrospective 

• Evolution of proactive, open, and honest approach – can it work? 

• Lessons learned – collaborative vs. arms-length relationships 

• Top-5 rules for working with DPAs

Chair: Stewart Dresner
Privacy Laws & Business
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MONDAY 30TH JUNE 11.00 to 12.00

Elizabeth Denham
Information and Privacy Commissioner, British Columbia, Canada

11.00 to 11.30

Converting accountability into credible building 
blocks for consumers and regulators

Commissioner Denham is co-author of Canada’s accountability guidance for 
the private sector, called Getting Accountability Right with a Privacy Man-
agement Program. The document has received international attention for its 
innovative and practical approach, which emphasizes privacy management pro-
grams as building blocks that must be in place before programs are implement-
ed and systems are built. She has also published an accountability document for 
public agencies in British Columbia. Her presentation will:

• Outline the Canadian approach to accountability and how it compares to 
the Article 29 Working Party’s work in this area; 

• Describe how Canadian data protection authorities are applying account-
ability to audits and investigations; 

• Through case examples, demonstrate the positive effect accountability has 
had on the long-term practices of public and private companies;  

• Provide insights and practical advice on creating incentives for companies 
and public agencies to build comprehensive privacy programs.

Chair: Stewart Dresner
Privacy Laws & Business

• Quality management for compliance projects using the PS 980 risk com-
pliance management standard. Experience of using the same principles for 
data protection as for other compliance projects, such as anti-fraud and the 
UK Bribery Act. 

• Shifting data protection management from reactive day to day compliance 
to working within a holistic framework covering: 
- Risk assessment 
- Mapping of which data is stored and processed where 
- Training 

• Intermediaries’ data – Who is responsible for which data? 

• Contractual arrangements with suppliers 

• Accountability for different parts of the organisation 

• Benchmarking, use of standards 

• Managing a network of data protection managers in 44 countries in North 
America, Europe and Asia
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Stefan Hanloser
Allianz Asset Management, Germany

11.30 to 12.00

Applying quality management principles to data  
protection compliance



MONDAY 30TH JUNE 12.00 to 12.30

Pamela Stein
Webber Wentzel in alliance with Linklaters, South Africa

12.00 to 12.30

South Africa’s comprehensive EU-based Protection of 
Personal Information Act

“Insightful presentations, a collegial atmosphere 
and thoughtful organisation of the event made 

for an enjoyable and valuable experience”
 

Joseph Kwon, KPMG, USA

South Africa has introduced a comprehensive data protection law: the Protec-
tion of Personal Information Act 2013. In this presentation, the speaker will 
guide you through the key elements of the legislation, highlighting areas where 
South Africa has adopted some of the proposals in the EU Protection  
Regulation.
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Chair: Laura Linkomies
Privacy Laws & Business



Chair: Stuart Lynch
Privacy Laws & Business

In this presentation, a hands-on view will be provided on the actual situation of 
privacy and data protection in Belgium with some recent illustrations.  Further-
more, the main challenges will be described for enterprises, especially around 
information security and IT risks.  The evolution in data protection towards 
better controls, certification and policy verification will be discussed with a 
more in-depth view on the mandatory role of information security coordinators 
in the governmental institutions in Belgium.  Finally, an overview will be given 
of the Belgian Cyber Security Guide, an initiative to bring the main information 
security messages to the board of directors and executive management.

We spend millions every year on security products, but still we get hacked, have 
our critical intellectual property stolen, and suffer public embarrassment and 
loss of revenue. Pete will demonstrate how some fundamental issues continue to 
leave organisations vulnerable, using real case studies to illustrate the informa-
tion security risks to your business. Using the same models that criminals use, 
he will illustrate how to minimise your vulnerabilities using pragmatic, peo-
ple-focused solutions.

12.30 to 13.00

12.30 to 13.00

MONDAY 30TH JUNE 12.30 to 13.00

Willem Debeuckelaere
Commission de la Protection de la Vie Privée, Belgium

Peter Wood
First Base Technologies LLP, UK

Marc Vael
Commission de la Protection de la Vie Privée, Belgium

Parallel 1: Audits  
Belgian Data Protection Commission’s new  
company audit programme: Preparing for a new  
European legal framework

Parallel 2: Security risks
Security risks – Assessing your vulnerabilities

Chair: William Long
Sidley Austin
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14.00 to 14.50

MONDAY 30TH JUNE 14.00 to 14.50

New horizons for powerful data analytics:  
Balancing privacy risks for users

Fernando Lucini
HP Autonomy, UK

Daniel Pradelles
Hewlett-Packard, France

“The true ‘place to be’ for all questions around 
data protection and privacy, not to miss for  

any reason”
 

Sony Europe

• The tools available 

• The challenges they may create in terms of privacy 

• Highlight strategy and vision to address these challenges 

• Work in progress to ensure responsible use
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Chair: Valerie Taylor
Privacy Laws & Business



• A general overview  of data protection legislation in Turkey 

• Constitutional guarantees on data protection 

• Turkish Constitutional Court decisions regarding data protection 

• Turkish Criminal Code provisions regarding the principles of data  
protection

• What is considered high profile breaches of the DPA 

• Personal experience of a high profile breach of the DPA 

• Issues for consideration following a high profile breach – Internal and 
External 

• Life after a Monetary Penalty Notice 

• Safeguards against high profile breaches of the DPA

14.50 to 15.35
14.50 to 15.35

MONDAY 30TH JUNE 14.50 to 15.35

Dr Nilgün Başalp
Istanbul Bilgi University, Turkey

James Derby
London Borough of Croydon

Dr Elif Küzeci
University of Bahçeşehir, Turkey

Parallel 1: Turkey  
Turkey’s long and winding road towards a data  
protection law based on its constitution, civil and 
criminal codes, sectoral regulations and the EU

Parallel 2: Data Breaches
High profile breaches of the Data Protection  
Act – Tips for Survival

Chair: Stuart Lynch
Privacy Laws & Business

Chair: Thomas Zerdick
European Commission, Brussels
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• What are the main features of Russian data privacy law? 

• When does data privacy law typically play a role when conducting business 
in Russia? 

• What are the typical mistakes made by foreign companies not  
understanding Russian law and/or the Russian way of doing business? 

• How active a role does the regulator (Roskomnadzor - http://rkn.gov.ru/) 
play in interpreting the data privacy law? 

• How active a role does the regulator play in enforcing the data privacy law? 

• What are typical sanctions imposed by Roskomnadzor and/or the courts? 

• Top 5 action points

• The range of risks 

• Notification issues 

• Customer and reputation management

16.00 to 16.45 16.45 to 17.30

MONDAY 30TH JUNE 16.00 to 17.30

Anastasia Amosova
Dentons, Russia

Bob Stephenson
Experian, UK

A guide to Russian data privacy law and avoiding  
regulatory action

Data Breach Response: The US and European  
experience

Chair: Nick Graham
Dentons, UK

Chair: Margaret Tofalides
Clyde and Co LLP, UK

Privacy Laws & Business 27th Annual International Conference 30 June – 2 July 2014 www.privacylaws.com/annualconference



• Investigations and data protection - Balancing conflicting risks 

• Data protection and competition law each hold their own sets of challenges 
and risks for businesses 

• These risks may seem to conflict but are not necessarily irreconcilable 

• Preparation and anticipation are key to avoid being caught between a rock 
and a hard place 

• This session will analyse the interplay between EU data protection and 
competition requirements through a fictional case study (cartel investiga-
tion) 

• Speakers from Linklaters LLP, the EU Commission and the EDPS will pro-
vide the business, legal and regulatory angle on the matter 

• This session will be practical and interactive, providing concrete recom-
mendations on how to best achieve compliance

09.00 to 10.00

TUESDAY 1ST JULY 08.55 to 10.30

Bruno Gencarelli
European Commission, Brussels

Annamaria Mangiaracina
Linklaters, Brussels

Christian D’Cunha
EDPS, Brussels

Investigations and data protection: Balancing  
conflicting risks. Scenario and discussion

Chair: Tanguy Van Overstraeten
Linklaters, Brussels

Overview of the discussions on the Data Protection Reform Package 

• Goals and perspectives of the Reform 

• Institutional, political and economic context of the Reform 

• The technological context 

• Challenges and legal/ political impacts and implications 

• Presentation of the progress achieved under Hellenic Presidency 

• Approach, priorities and challenges of the Hellenic Presidency 

• Current state : outcome and conclusions  of the JHA Council in June 

• The future of the Data Protection Reform

10.00 to 10.30

Progress on the EU Data Protection draft Regulation 
under the Greek Presidency

Chair: Stewart Dresner
Privacy Laws & Business

Lilian Mitrou
Chair, Council of Justice Ministers Committee, Greek Presidency, EU
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11.00 to 12.30

TUESDAY 1ST JULY 11.00 to 12.30

Christopher Graham
Information Commissioner, UK

EU DP draft Regulation: 2nd and final round?

Thomas Zerdick
European Commission

Peter Hustinx
European DP Supervisor, Brussels

Progress on the EU Data Protection draft Regulation under the Greek  
Presidency from several perspectives“The place where the leaders of the world’s  

privacy meet once a year”
 

Christopher Rees, Taylor Wessing

Chair: Stewart Dresner
Privacy Laws & Business

Lilian Mitrou
Council of Justice Ministers, EU
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This session will cover workplace surveillance form the perspective of everyday 
monitoring for the purpose of maintaining productivity (e.g., stopping “cyber 
slacking”) and also for the detection of sackable offences of leaking information 
assets such as trade secrets.  The session will answer questions such as:

• When and where can monitoring take place? 

• What should the data controller think about before monitoring? 

• What are the formalities with the DPAs? 

• What are the employee notice/consent requirements, and consultation  
obligations with works councils? 

• What are the implications for monitoring that also covers public areas?

• Comparing the UK’s and France’s approach to processing BCR applications 

• Factors in preparing and completing a successful BCR application 

• The APEC Cross Border Privacy Rules and EU BCR compatibility  
programme 

• Joint work between WP29 and APEC 

• Adoption of a referential on BCR-CBPR requirements 

• BCR /CBPR procedures: “Double certification” 

• Benefits of being both BCR approved and CBPR certified

12.30 to 13.00

TUESDAY 1ST JULY 12.30 to 13.00

Parallel 1: Workplace surveillance  
Workplace surveillance: What the multi-national 
employer really needs to know – and do

12.30 to 13.00

Parallel 2: Binding Corporate Rules
How to successfully gain approval for your Binding 
Corporate Rules

Myriam Gufflet
The CNIL, France

Chair: Valerie Taylor
Privacy Laws & Business

Ann Bevitt
Morrison & Foerster, London

Privacy Laws & Business 27th Annual International Conference 30 June – 2 July 2014 www.privacylaws.com/annualconference

Geraldine Dersley
Information Commissioner’s Office, UK



14.00 to 15.00

TUESDAY 1ST JULY 14.00 to 15.35

US Safe Harbor: Surveying the foundations and other 
aspects of international transfers

Christopher Hoff
Safe Harbor Frameworks, USA

Thomas Zerdick
European Commission, Brussels

Lilian Mitrou
Council of Justice Ministers, EU

Peter Hustinx
European DP Supervisor, Brussels

Geraldine Dersley
Information Commissioner’s Office

• How the Safe Harbor works 

• Safe Harbor as a driver of stronger privacy policies for transfers of personal 
data from the European Economic Area to the US, backed by FTC sanctions 

• Steps to strengthening the Safe Harbor foundations 

• The European Commission’s requests for strengthening the Safe Harbor  
system 

• The strengths and weaknesses of the EU’s Binding Corporate Rules 

• The strengths and weaknesses of EU model contracts 

• The strengths and weaknesses of APEC’s Cross-Border Privacy Rules 

• Searching for a path towards legally sound international transfers of personal 
data

Chair: Richard Cumbley
Linklaters, London

15.00 to 15.35

Rt Hon Simon Hughes MP
Minister of Justice, UK

The government’s plans to strengthen the UK Data 
Protection Act and related law

Chair: Valerie Taylor
Privacy Laws & Business

• UK/EU balance of competences exercise: update on information rights call 
for evidence 

• Update on EU date protection negotiations 

• UK position on international data sharing agreements such as Safe Harbor 

• Overview of domestic data protection legislation
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• Evolution of data protection regimes in Latin America 

• Historical an economical reasons - Constitutional amendments (habeas data) 
and data protection statutes 

• Adequacy determination of Latin American countries: Current status and next 
candidates 

• Enforcement powers of local DPA in the region 

• Impact of the Snowden affair in Latin America. The role of Brazil. Marco 
Civil do Internet 

• The future of data protection in Latin America

15.55 to 16.45

TUESDAY 1ST JULY 15.55 to 16.45

Parallel 1: Latin America  
Latin America’s data protection laws: An EU basis 
with distinctive national flavours

Pablo Palazzi
Allende & Brea, Argentina

15.55 to 16.45

Parallel 2: Privacy by Design
Bridging the Privacy-by-design gap between privacy 
managers and software engineers

• Survey of gaps between privacy management requirements and system engi-
neering 

• Today’s practice of privacy-by-design 

• Today’s engineering practice 

• The problem of transforming privacy principles into engineering require-
ments. The OASIS PMRM standard 

• The problem of designing a privacy enhancing architecture. The PEAR (Priva-
cy Enhancing ARchitecture) methodology 

• The impact on ICT systems (applications and platforms) 

• The PRIPARE support action 

• Discussion and conclusion

Chair: Vanessa Mortiaux
EE, UK
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Antonio Kung
PRIPARE, France

Chair: Laura Linkomies
Privacy Laws & Business



16.45 to 17.35

TUESDAY 1ST JULY 16.45 to 17.35

Using the ICO’s expanded powers for maximum  
impact on organisations and individuals

Christopher Graham
Information Commissioner, UK

“An excellent conference with high quality  
speakers, good coverage of current data  

protection issues”
 

Nicola Hermansson, Ernst & Young

• The ICO’s new complaints strategy 

• Working with other partners to bring together the consumer/data protection 
enforcement agenda with the help of the Financial Conduct Authority and 
Trading Standards Officers 

• Investigating and prosecuting those who commit criminal offences under the 
Data Protection and Freedom of Information Acts, and liaising with other in-
vestigative and prosecuting authorities as appropriate. Reactive investigations 
into S.55 DPA and S.77 FOIA offences; Cautions where appropriate 

• Pressing the case for an extension of the ICO’s assessment notice power 
to enable the ICO to do compulsory audits when justified. Legislation to 
implement extension of audits to NHS bodies; Making the case for a further 
extension, for example, in relation to data sharing 

• Encouraging the Government to activate legislation to allow courts to consid-
er penalties (such as community service orders or the threat of prison) for the 
unlawful trade in personal information and outlaw the practice of enforced 
subject access.
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Chair: Stewart Dresner
Privacy Laws & Business



WEDNESDAY 2ND JULY 09.00 to 10.30

• Data Privacy Risk Areas and the Responsibilities of the Data Protection 
Officer 

• Design requirements for a Privacy and Security Assessment (PSA)  
Procedure 

• The PSA as integral Part of the Company’s Development Processes 

• The PSA 
- Procedure 
- Documentation 
- Categorization - A - B – C 

• Results of the PSA: 
- Cloud Business Market Place Solution 

• Fleet Management Solution

09.45 to 10.30

Integrating privacy and security when developing 
new business models

09.00 to 09.45

Instructing private investigators: Avoiding criminal 
liability and other risks

Claus Ulmer
Deutsche Telekom, Germany 

Numerous investigators have been jailed for using unlawful means to obtain in-
formation on behalf of their clients. The authorities, press and politicians are now 
focussing on the instructions given to private investigators by their clients. The 
National Crime Agency has carried out criminal investigations and Parliament’s 
Home Affairs Select Committee has threatened to publish a list of instructing 
companies that use investigators. The Information Commissioner has stated that 
companies cannot turn a blind eye to the methods used on their behalf and must 
face the full force of the law if they do not take steps to ensure information is 
legally obtained.
 
This session will: set out data protection risks and issues involved when instruct-
ing investigators; address how investigators’ clients risk breaching data protection 
legislation and possible   consequences, including criminal liability; and provide 
guidance as to how to mitigate risks when instructing private investigators.

Tom Russell
KPMG Forensic, UK
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Nigel Parker
Allen & Overy, UK

Chair: Valerie Taylor
Privacy Laws & Business



WEDNESDAY 2ND JULY 11.00 to 12.20

Richard Cumbley
Linklaters, UK

Sally Annereau
Taylor Wessing, UK

Dr Chris Brauer
Center for Creative and Social Technologies, University of London, UK

Simon Kerr Davis
Linklaters, UK

11.40 to 12.20

Wearable technology in the workplace

11.00 to 11.40

A path from chaos to good order for employees’ use
of social media

Sally Annereau and Dr Chris Brauer

Dr Chris Brauer is currently engaging in a study on ‘The Human Cloud at Work’ 
looking at the wearable technology that currently, and could in future, enable 
employers to collect data about employees across a range of monitored variables 
(such as focus, posture, movement temperature, light, sleep, and stress) . The study 
considers how this data might be used by employers to learn, for example, more 
about employees’ productivity and considers how this technology/knowledge 
might challenge existing models of working.  
There are already examples of employers using wearable technology in connection 
with company fitness programmes and posture assessments. However, these and 
other developing wearable technologies combined with cloud data storage could 
mean wider recording and more archiving of data with the potential that employ-
ers may look to conduct longitudinal data analysis of employees across different 
variables, including biometrics for monitoring and intervention. 
Dr Brauer will start by presenting on the study and its findings and then Sally 
Annereau will follow  with a case study highlighting the data protection consider-
ations relevant to this development and then opening up for Q&A at the end. 
 

Chair: Elizabeth Denham
Information and Privacy Commissioner,  
British Columbia, Canada

Chair’s introduction: British Columbia Information and Privacy Commissioner’s 
Guidelines for Social Media Background Checks

This session will consider the growing importance of Facebook, Twitter, LinkedIn 
and other forms of social media in our personal and, increasingly, professional 
and corporate lives. Dealing with these issues has, in some cases, been a bruising 
process. We will consider the following questions: 

• Do the benefits of employee use of social media outweigh the risks? 

• Is it a good idea to look at an applicant’s Twitter account before you hire 
them? 

• What role does a social media policy play in the absence of specific regulation? 

• How do the courts and employment tribunals view perceived reputational 
damage from social media and what weight is given to employee’s rights to a 
private life and freedom of expression?
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Chair: Stewart Dresner
Privacy Laws & Business



12.20 to 13.00

14.00 to 14.45

WEDNESDAY 2ND JULY 12.20 to 14.45

Leena Kuusniemi
Rovio, Finland

Jennifer Archie
Latham & Watkins, USA

How the Angry Birds company keeps 350 million 
happy players safe, maintains a constructive dialogue 
with Data Protection Authorities, and grows fast

Top Five privacy traps for Apps

• Legal challenges with global offering and fragmented regional legislation 

• Children’s Online Privacy Protection Act (COPPA) in USA 
 
- Rovio’s internal project to deal with drastic changes in legislation as a  
 Finnish company 
 
- implementing the necessary changes with global eco-system 

• Authorities are not your enemy but an ally 

• Alternatives to managing your privacy policy

• Transparency for consumers on the small screen: best and worst practices 

• Location tracking: platform requirements, common use cases, practices to 
avoid and follow 

• Data Minimization and Security: make sure you don’t collect more than you 
need 

• Pro and Cons of linking to Social Media: understanding the terms of  
engagement and potential pitfalls 

• Minors: sensitive data about children, tracking children for marketing  
purposes, securing valid consents and binding agreements

Gail Crawford
Latham & Watkins, UK
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Chair: Stewart Dresner
Privacy Laws & Business



• The ICO’s work with the UK Accreditation Service (UKAS) to establish a 
rigorous framework for the privacy seal scheme 

• Underpinning principles for companies submitting products to the privacy 
seal scheme 

• Criteria for assessing a privacy seal application 

• The ICO’s thinking on a timetable for introducing privacy seals

Gemma Farmer
Information Commissioner’s Office, UK

WEDNESDAY 2ND JULY 14.45 to 15.45

Douwe Korff
London Metropolitan University, UK

• Origins of CNIL’s power to deliver privacy seals. Benefits of privacy seals 

• Creation of a standard and application procedure 

• Conditions of use of a privacy seal 

• The existing standards

14.45 to 15.45

Why and how the CNIL has introduced privacy seals 
in France

Get ready for a UK Information Commissioner’s  
privacy seal on the near horizon

14.45 to 15.45

A Europe-wide perspective on privacy seals: Advantages 
and disadvantages of going through the process

Myriam Gufflet
The CNIL, France

• The EU project to set up the European privacy seal (“EuroPriSe”) system 

• The criteria used to carry out EuroPriSe evaluations 

• Training the expert assessors 

• Evaluating products and services 

• Advantages of privacy seals to small start-up IT firms 

• Defects of the EuroPriSe system - but not easy to be avoided in any other 
future system 

• The EU study on the future of privacy seals 

• How privacy seals fit in with the EU Data Protection draft Regulation
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Chair: Stewart Dresner
Privacy Laws & Business



Privacy Laws & Business, 2nd Floor, Monument House, 215 Marsh Road,
Pinner, Middlesex HA5 5NE, United Kingdom. 
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Privacy Laws & Business Services
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Conference sponsorship: www.privacylaws.com/sponsorship
International and United Kingdom Reports and E-News: www.privacylaws.com/Publications

Privacy Officers Network: www.privacylaws.com/pon
Consulting, audits and training: www.privacylaws.com/training_consulting

Recruitment – Permanent and contract roles:  www.privacylaws.com/Recruitment


